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UNITED STATES DISTRICT COURT

CENTRAL DISTRICT OF CALIFORNIA \J/L/

UNITED STATES OF AMERICA,

Case No. CR 05-00772 (A) DDP

ORDER GRANTING DEFENDANT’'S MOTION
TO SUPPRESS EVIDENCE

Plaintiff,
MICHAEL TIMOTHY ARNOLD [Motion filed on June 1, 2006]

)

)

)

)

V. )
)

)

)

Defendant. }

)

This matter comes before the Court on defendant Michael
Arnold’'s motion to suppress evidence. On July 17, 2005, Customs
and Border Patrol (“CBP”) Officers at Los Angeles International
Airport {“LAX”) searched Arnold’s laptop, hard drive, compact discs
(*CDs”), and memory stick. Following the search, Arnold was
indicted for transportation of child pornography and possession of
a computer hard drive and CDs containing images of child
pornography. Arnold contends that the warrantless search of his
computer equipment violated his Fourth Amendment rights.

In response to Arnold’s motion, the government contends that
the border search of information stored in a computer hard drive 1is

not subject to Fourth Amendment protection. The governmeny~als
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argues that, even if the minimal Fourth Amendment standard of,

B

& BiE

reasonable suspicion applies to such searches, its search of
Arnold’s laptop, hard drive, CDs and memory stick comported w%?h
that standard. |

The guestion presented is whether the government can conduct a
border search of the private and perscnal information stored on a
traveler’s computer hard drive or electronic storage devices
without Fourth Amendment review. This is an issue of first
impression in this Circuit. It is also an issue ripe for
determination because technological advances permit individuals and
businesses to store vast amounts of private, personal and valuable

information within a myriad of portable electronic storage devices

including laptop computers, personal organizers, CDs, and cellular

telephones.
The Court concludes that Fourth Amendment protection extends
to the search of this type of personal and private information at

the border. While not physically intrusive as in the case of a
strip or body cavity search, the search of one's private and
valuable personal information stored on a hard drive or other
electronic storage device can be just as much, if not more, of an
intrusion into the dignity and privacy interests of a person. This
is because electronic storage devices function as an extension of
our own memory. They are capable of storing ocur thoughts, ranging
from the most whimsical to the most profound. Therefore,
government intrusions into the mind — specifically those that would
cause fear or apprehension in a reascnable person — are no less
deserving of Fourth Amendment scrutiny than intrusicons that are

physical in nature. ™




(L X

*

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

Case 2:05-cr-00772-DDP  Document 53  Filed 10/02/2006 Page 3 of 16

The Court further concludes that the correct standard re%uires
that any border search of the information stored on a personﬁg
electronic storage device be based, at a minimum, on a reasongkle
suspicion. To proceed with its search in this case, the government
needed a reasonable suspicion that the confidential information
stored on Arnold’s computer equipment contained evidence of a
crime. Based on the testimony presented at the hearing, the Court
is not satisfied that the Government had a reasonable suspicion
supported by objective, articulable facts to search Arnold's
laptop, hard drive, and storage devices. Accordingly, the Court

grants the motion to suppress.

I. BACKGROUND

The following facts are not in dispute:

On July 17, 2005, forty-three year-old Michael Arnecld arrived
at LAX after a nearly twenty-hour flight from the Philippines. He
had flown coach and was tired from the flight. He was dressed in
casual clothes, which were not ragged or worn. His hair was short,
and he had a goatee.

After retrieving his luggage from the baggage claim, Arnold
proceeded to customs. CBP Officer Laura Peng first saw Arnold
while he was in line waiting to go through the customs checkpoint.

After Arnold went through the checkpoint, Peng selected him
for secondary questioning. She asked Arnold where he had traveled,
the purpose of his travel, and the length of his trip. Arnold
stated that he had been on vacation for three weeks visiting

friends in the Philippines.
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Peng then inspected Arnold’s luggage, which contained hi§ﬁ

144
laptop computer, a separate hard drive, a computer memory stick

{(also called a flash drive or USB drive), and six CDs. Peng é;
instructed Arnold to turn on the computer so she could see if it
was functioning. While the computer was booting up, Peng turned it
over to her colleague, CBP Officer Roberts, and continued to
inspect Arnold’s luggage.

When the computer had booted up, its desktop displayed
numerous icons and folders. Two folders were entitled “Kodak
Pictures” and one was entitled “Kodak Memories.” The CBP Officers
clicked on the Kodak folders, opened the files, and viewed the
photos on Arnold’s computer.

During the search, Peng and Roberts viewed a photo that
depicted two nude women.' Roberts called in supervisors, who in
turn called in special agents with the United States Department of
Homeland Security, Immigration and Customs Enforcement (“ICE”).

The ICE agents questioned Arnold about the contents of his computer
and detained him for several hours. They examined the computer
equipment and found numerous images depicting what they believed to
be child pornography.

The officers seized the computer and storage devices and
released Arnold. Two weeks later, federal agents received a
warrant to search the computer and storage devices. The images

found in their search, along with the images found in the initial

alrport search, are the subject of this motion.

11/

! The government has not presented evidence that the photo

depicted minors.
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